ABSTRACT The inherent broadcast nature has exposed the land mobile satellite (LMS) communication systems to severe security threats in both the civil and military applications. This paper investigates the secrecy performance of a Shadowed-Rician fading multi-antenna LMS communication system with imperfect channel estimation, which consists of a satellite, a legitimate receiver and a cluster of unauthorized eavesdroppers who want to overhear the confidential message. Specifically, the analytical expressions for the probability of non-zero secrecy capacity are derived in terms of the Meijer-G functions, which provide an efficient means to evaluate the secrecy performance of the system. Then, both the exact and asymptotic secrecy outage probability expressions of the considered system are obtained. Furthermore, based on the simple asymptotic secrecy outage probability, we can reveal two key performance metrics, namely, the secrecy diversity order and secrecy array gain. Finally, simulation results are carried out to validate the theoretical results and show the superiority of employing multiple antennae in enhancing the secrecy performance for LMS communication systems. Our findings suggest that the secrecy diversity order only depends on the number of antennas at the legitimate receiver, and is independent of the imperfect channel estimation and the shadowing severities of both the main and eavesdropper channels.
I. INTRODUCTION
Land mobile satellite (LMS) communication systems have been widely applied in various areas, especially in disaster recovery and rescue missions (see e.g., [1] - [3] and the references therein). The broadcast nature and immense area coverage of LMS communication system makes it inherently vulnerable to potential eavesdropping by illegitimate receivers [4] . As such, the privacy and security issue in satellite communication systems have received enormous attention in both the civil and military areas.
A. BACKGROUND AND MOTIVATION
Typically, the security issues in satellite communications are achieved at upper layers by means of encryption schemes,
The associate editor coordinating the review of this manuscript and approving it for publication was Mohamed Elhoseny. such as the Advanced Encryption Standard (AES) [5] . Nevertheless, the current cryptographic schemes, which relay on the limited computational power of eavesdropper, have become increasingly unreliable, especially when the computational ability of eavesdropper becomes more powerful [6] . In contrast to the upper layer cryptographic techniques, some efforts have been devoted to the information-theoretic perspective and introduced the physical layer security (PHY) technique to realize the secure transmission of wireless communications by exploiting the different characteristics between the main and eavesdropper's channels. In particular, Wyner [7] first introduced the concept of wiretap channel and laid the foundation for the physical layer security that perfect secure transmission can be achieved when the quality of the eavesdropper's is inferior to that of the main channel, and the result was later extended to the scalar Gaussian wiretap channels [8] and broadcast channels [9] .
Early important works focusing on the secrecy performance of terrestrial wireless networks mainly considered the simple scenarios where all the nodes are equipped with a single antenna [10] , [11] . However, since multiple antenna technique has exhibited a significant advantage in achieving higher data transmission rates and power efficiency, more and more researchers have paid close attention to the idea of incorporating the multiple antenna technique into wireless communication systems. In [12] , the secrecy outage probability for maximal ratio combining (MRC) and selection combining (SC) at the eavesdropper was compared. Moreover, He et al. [13] considered MRC at both the legitimate receiver and the eavesdropper, and derived closed-form expressions for the probability of non-zero secrecy rate and the secrecy outage probability. In addition, the secrecy performance for multiple-input multiple-output (MIMO) wiretap channels with orthogonal space-time block codes (OSTBCs) and arbitrary antenna correlation was also analyzed in [14] . In [15] and [16] , transmit antenna selection (TAS) was considered to improve the secrecy performance over Rayleigh and Nakagami-m fading channels, respectively. Both MRC and SC at both the legitimate receiver and the eavesdropper were studied in [17] , where the asymptotic secrecy outage probability showed that the secrecy diversity order was the same as that without secrecy and independent of the number of the eavesdropper's antennas. More recently, [18] proposed the TAS at the transmitter and the generalized SC (GSC) at the receiver to enhance secure communications.
While theses prior works have significantly improved our understanding on the secrecy performance of multiple antenna wiretap channels, they all suffer the limitation of perfect channel state (CSI) information assumption. Under this situation, the recent work in [19] has investigated the effect of imperfect CSI on the secrecy performance of a multiple antenna wiretap channel over Nakagami-m fading channel. In [20] , the secrecy performance for a TAS-MRC system with imperfect feedback was studied over Rayleigh fading channels. Moreover, Huang et al. [21] proposed a generalorder TAS/MRC scheme with outdated CSI for secure transmission in MIMO wiretap channels over Nakagami-m fading channels.
The physical layer security approach can also be an alternative approach for satellite networks applications. In contrast to the literatures focusing on the terrestrial wireless networks, there are very few works dealing with the physical layer security issues for satellite communication. With perfect CSI, Lei et al. [22] first addressed the optimal precoding problem in multibeam satellite systems by proposing a partial zeroforcing (ZF) approach where the useful signal is orthogonal to the eavesdroppers' channels, and then a suboptimal precoding problem based on artificial noise (AN) was provided for scenarios with the perfect or partial CSI. By assuming the availability of the eavesdropper's CSI, the physical layer security issues in satellite communications were investigated in [23] by using the principle of network coding, and the problem of minimizing the transmit power on a multibeam satellite while satisfying individual secrecy rate was studied in [24] for cases of both perfect and imperfect CSI. The expression of the probability of non-zero secrecy capacity for downlink satellite systems under rain fading was analyzed in [25] . Moreover, An et al. [26] first investigated the secrecy performance of LMS systems in the presence of both active and passive eavesdroppers. By considering a multiuser multirelay architecture for relay-enabled hybrid satelliteterrestrial networks, the comprehensive secrecy performance of both amplify-and-forward (AF) and decode-and-forward (DF) protocols are presented in [27] with the presence of multiple eavesdroppers. Bankey and Upadhyay [28] analyzed the secrecy performance of multiuser hybrid satellite-terrestrial relay networks with opportunistic scheduling scheme. In [29] , the achievable secrecy performance merits of LMS systems with co-channel interference were theoretically investigated.
Nevertheless, although these aforementioned works explored the security issues in satellite communication systems from different perspectives, they still suffer from the following disadvantages. Firstly, the perfect CSI of the legitimate user must be available, which is too restrictive in practical scenarios. It should be pointed out that the exact CSI of satellite link is particularly difficult to be obtained due to the high latency affected by the round trip propagation delay [30] , [31] . Besides, despite their works for the purpose of system design, various key performance metrics in evaluating the secure transmission, such as the probability of nonzero secrecy capacity and secrecy outage probability have not been studied for satellite communications thus far.
B. CONTRIBUTION AND NOVELTY
In this paper, we investigate the secure performance of LMS communication systems over Shadowed-Rician fading channel, where a satellite communications with a legitimate receiver in the presence of a cluster of unauthorized eavesdropper. Since the multiple antenna technique exhibits a significant advantage in achieving high system capacity and energy efficiency for satellite communication at low cost and complexity [32] - [34] , we consider that the legitimate receiver is equipped with multiple antennas to enhance the secrecy performance of the system, while the satellite and eavesdropper have only a single antenna. To make our analysis more comprehensive, we consider only the imperfect CSI is available at the legitimate receiver, and the actual channel gain requires to be estimated by using the training data.
Our detailed contributions can be outlined as follows:
• We first derive the novel analytical expression for the probability of non-zero secrecy capacity in terms of the generalized Meijer-G functions, which provides an efficient approach to evaluate the system performance.
• The exact analytical expressions for the secrecy outage probability are provided, which are general and applicable to the arbitrary number of antennas and training symbols, and various shadowing severities of the main and eavesdropper channels.
• To gain further insights, the simple asymptotic expressions for secrecy outage probability at high SNR are developed to examine the asymptotic behavior of the considered system, which characterize the impact of key system parameters on the secrecy performance. 
II. SYSTEM MODEL
As depicted in Fig. 1 , we consider a LMS-based wiretap channel which consists of a satellite (Alice), a legitimate receiver (Bob) and a cluster of multiple eavesdropper (Eves). 1 Here, we consider the Alice and Eve have a single antenna while the Bob is equipped with N antennas, which can apply the superiority of multiple antenna technique to improve the secrecy performance of the LMS system. 2 The channel between the Alice and Bob is referred as the main channel and that between the Alice and Eve is referred as the eavesdropper channel. The overall communication can be summarized in the following two phases for training and data transmission.
• Training Phase: Since there exists only a single radio frequency (RF) at the Alice, it has to send the training symbols sequence for the channel estimation at Bob.
• Transmission Phase: After performing the channel estimation based on the transmitted training symbols, the Bob feedbacks the instantaneous SNR of the main channel to Alice for secure data transmission. Let h B and h E,i denote the channel vector of the main channel, and the channel coefficient of the eavesdropper channel, respectively. The received signal for Bob and Eve at time t are, respectively given by
and
where P denotes the transmit power at Alice, x the transmitted signal obeying E |x| 2 = 1, n B ∼ N 0, σ B 2 I N 1 Herein, the time division multiplexing (TDM) scheme is employed, and a single legitimate user is served for the considered time slot. 2 Enabling multiple antennas at a satellite is not a fruitful option due to the lack of scatterers on its vicinity, whereas the multi-antenna terrestrial receiver would be a more suitable solution. and n E ∼ N 0, σ E 2 represent the zero mean additive white Gaussian noise (AWGN) at Bob and Eve, respectively. Under the assumption of perfect CSI estimation, the detector of transmitted symbols can be obtained by maximizing the conditional PDF of, which is given by [36] 
By maximizing the f y B |x, h B , we need to find the required maximum likelihood (ML) detector. From (3), the decision variable for ML detector can be written as [37] = arg min
In practical scenario, the perfect CSI estimation cannot be obtained at the receiver, we replace the exact channel gains by estimated one in the decision variable as
whereĥ B is the imperfect estimation of h B . We consider the satellite transmits L ∈ Z + training symbols to the receiver in L time slots during the training phase, therefore the receiver signal at the legitimate receiver can be write as
where s is the training symbol with E |s| 2 = 1, n i the AWGN with zero mean and σ 2 variance. Therefore, the ML estimate of can be obtained as [36] 
wheren B denotes the estimated noise component with zero mean and σ 2 L variance. By substituting (1) and (7) into (5), we have
By using the MRC scheme along with (8), the instantaneous received SNR at the Bob can be given by [38] 
whereγ B = P σ B represents the average SNR of the main channel.
As for the multiple Eves, due to the fact that the satellite has no knowledge of the eavesdropping channel, and the Eves does not have to discriminate the pilot and data symbols. 3 Without loss of generality, we consider the worst-case scenario regardless of the estimation error. 4 Please note that the worst-case scenario is the most severe possible outcome that can reasonably be considered to occur in a particularly occasion. Moreover, the adoption of worst-case scenario has been viewed as a common approach in the secrecy performance evaluation, especially to prepare for contingencies that could result in worst issues. After some necessary manipulations, the instantaneous received SNR at i-th (i = 1, 2, ..., M ) Eve can be written as
whereγ E = P σ E is the average SNR of the eavesdropper channels. We consider the cooperative eavesdroppers scenarios, where the illegitimate nodes can cooperative via MRC to form a group of colluding eavesdroppers. Thus, the overall received SNR for of M eavesdroppers can be written as
The secure data transmission between Alice and Bob can be achieved under the condition that the quality of main channel is superior of eavesdroppers' channel. According to [8] , the achievable secrecy capacity of multiple antenna wiretap channels is given by
where C B = log 2 (1 +γ B ) and C E = log 2 1 + γ E are the main channel capacity of Bob and wiretap channel capacity of Eve, respectively.
III. SECRECY PERFORMANCE
In this section, we present a comprehensive investigation on the secrecy performance of LMS communication systems in terms of the non-zero secrecy capacity, exact as well as asymptotic secrecy outage probability.
Before delving into the details, we first present the statistical properties of satellite link, which will be frequently used in the subsequent derivations.
Although some mathematical models, such as Loo, BartsStutzman, and Karasawa et al., have been presented to describe the satellite channel, the Shadowed-Rician model proposed in [39] is commonly used in existing works, which provides a significantly less computational burden than other channel models, and has been widely used in the related works. In this model, the channel fading coefficient h is described as
where φ is the stationary random phase vector with its elements uniformly distributed over [0, 2π ) , and ξ the deterministic phase vector of the LOS component. In addition, A and Z are the amplitudes of the scatter and the LOS components, which are the independent stationary random processes following Rayleigh and Nakagami distributions, respectively. The Shadowed-Rician fading distribution can be characterized as h ∼ SR ( , b, m) with being the average power of LoS component, 2b the average power of the multipath component, and m the Nakagami-m parameter corresponding to the fading severity.
According to [39] , the channel parameters of the satellite links closely depend on the elevation angle θ i , which can be calculated over the range 20 
where Proof: The proof can be found in [39] .
We consider the channel coefficient h E,i from Alice to Eve also follows the Shadowed-Rician fading distribution, which can be similarly modeled as h E,i =h E,i + jh E,i withh E,i andh E,i being the scattering and LoS components, respectively. As stated above, we consider the multiple eavesdroppers are located in close proximity to each other to employ cooperative eavesdropping. Therefore, as was shown in [25] and [31] , the satellite slant path lengths are significantly larger than the terrestrial path between each eavesdropper, which results in almost the equal elevation angles, namely,
Hence, we the PDF of γ E can be obtained in the following lemma.
2 is given by
where α E , β E and δ E are, respectively, given by
where m E , b E and E can be computed form (6) . Proof: The proof can be found in [39] . In the following sections, based on these statistical properties of the fading channels, we will provide a comprehensive performance evaluation of the secrecy performance merits of the considered network.
B. PROBABILITY OF NON-ZERO SECRECY CAPACITY
In wireless networks, channel quality may vary over time and frequency, which can be exploited opportunistically for secrecy transmission as long as the main channel is better than the eavesdropper channel. Therefore, we consider the probability of the non-zero secrecy capacity, which can be expressed as
where
Based on the statistical properties of each link, we can derive the probability of non-zero secrecy capacity in the following Theorem.
Theorem 1: The analytical expression of Pr C s > 0 for imperfect CSI can be expressed as
where I (x, l, d) is given by
and G m,n p,q [· |· ] is the Meijer-G function of single variable [34] Proof: See Appendix B.
Remark 1: Please note that the Meijer-G function of single variable can be efficiently calculated by Matlab or Mathematic.

C. SECRECY OUTAGE PROBABILITY
The secrecy outage probability is defined as the probability that the secrecy capacity falls below a predefined rate R s . Mathematically, it is given by
Based on (12), we can further rewrite (22) as
where the I 1 and I 2 can be calculated as
Thus, utilizing (24) and (25) into (23) along with algebraic manipulations, we have
Capitalizing on (15) 
with M a,b (·) being the Whittaker function [35, eq. (9.221)]. However, the exact secrecy outage probability can only be evaluated by using (27) and (17) into (26) . Hence, we consider an alternative approach in the following derivation. By applying the identities [43, Appendix A6]
and [43, eq. (1.2.4)] 
Thus, combining (29)- (31), we can rewrite the Q (x, l, d) in (28) into a simple form with respect to the Meijer-G function as
Subsequently, substituting (14), (27) and (32) into (26), we can obtain
To solve the integral in (34) 
along with [35, eq. (9.14.1)], and obtain
Therefore, by using (35) and (36) 
To this end, the exact secrecy outage probability for the considered LMS system can be directly evaluated by substituting (37) into (34) along with some algebraic manipulations.
D. ASYMPTOTIC SECRECY OUTAGE PROBABILITY
Although the exact analytical expressions for secrecy outage probability have been derived for each scenario, it is still difficult to gain more insights form (33) . Therefore, in what follows, we turn to derive the asymptotic secrecy outage probability at high SNR, i.e.,γ B → ∞, which can reveal two important performance metrics, namely the secrecy diversity order and secrecy array gain. Using the series representation of Meijer-G function in (35) in conjunction with the property of hypergeometric function as [35] p F q a 1 , . . . , a p ; b 1 , . . . , b q ; x → 1 (x → 0) , (38) we get
By letting l = c in (39) ,
can be further simplified as
Then, by substituting (40) and (17) into (26) along with [35, eq. (7.813.1)], the asymptotic secrecy outage probability for the considered LMS system can be calculated as
According to [21] and [22] , we express the asymptotic secrecy outage probability expression into a general form in terms of the secrecy diversity order G d and secrecy array gain G a , namely
where φ can be written a
Base on (42), the achievable secrecy diversity order and secrecy array gain can be directly obtained as
and 
IV. SIMULATION RESULTS
In this section, we provide representative simulation results to examine the impacts of various parameters on the secrecy performance of the considered network. Without loss of generality, we set the predefined rate R s = 1, and the analytical curves are obtained by truncating the infinite series with 20-th terms. The simulation results are obtained by performing 10 6 channel realizations, and the different shadowing severities of the satellite links, including the frequent heavy shadowing (FHS), average shadowing (AS), and the infrequent light shadowing (ILS) are shown in Table 1 . Fig. 2 shows the probability of the non-zero secrecy capacity versusγ B of the multiple antenna wiretap channels for differentγ E , where we consider N = 2, and both main and eavesdropper are subject to the AS scenarios. As can be seen from the figure, the analytical results calculated from (17) are all in excellent agreement with the Monte Carlo simulations, which validates the accuracy of the theoretical derivations. With the increase ofγ E , the probability of non-zero secrecy capacity significantly deceases, which indicates the detrimental effect of a more powerful eavesdropper. Besides, it can be noticed that the curves with imperfect CSI estimations gradually get close to the Perfect CSI cases by increasing the number of training symbols L. This observation suggests that by sending more training symbols, an improved CSI estimation can be achieved. Fig. 3 examines the impact of antenna number of N on the secrecy outage probability of the system, where we consider γ E = 5dB and both the main and eavesdropper channels follow the AS scenarios. We can find that the analytical curves of secrecy outage probability agree well with simulation results with sufficient accuracy, and the asymptotic curves are very tight with the simulation results in high SNR regime, justifying the correctness and effectiveness of the derived expressions. In addition, for both perfect and imperfect CSI estimations, increasing the antenna number N can significantly improve the secrecy performance of the considered system by providing additional secrecy diversity order, which shows that full secrecy diversity order can be achieved for scenarios whether with perfect CSI estimations or not. Fig. 4 illustrates the secrecy outage probability versusγ B for different number of training symbols L with N = 2, γ E = 5dB and both Bob and Eves undergoing the AS cases. As indicated by the parallel slopes of the asymptotic curves, increasing L does not influence the achievable secrecy diversity order. However, an enhanced secrecy outage probability is achieved with the increase of training symbols. This is due to the fact that by sending more training symbols, the more accurate CSI estimation can be obtained at the Bob, which will increase the secrecy array gain. Fig. 5 shows the impact of different fading severities of the main channel on the secrecy outage probability, where N = 2,γ E = 5dB and the Eves follow the AS. It can be found that the shadowing severities of main channel do not influence the achievable secrecy diversity order of the system. However, the secrecy performance will be enhanced by a weaker shadowing severity of the main channel due to the improve of the secrecy array gain. Fig. 6 describes the secrecy outage probability versusγ B for different shadowing severities of Eves' channel with N = 2,γ E = 5dB and AS for main channel. Apparently, the comparison between FHS, AS and ILS scenarios indicates that although the secrecy diversity order remains the same for all curves, the cases with Eve experiencing weaker shadowing severity lead to a worse secrecy performance. This observation is consistent with the theoretical results that the secrecy performance will be degraded by a mild shadowing severity of the Eves' channel due to the detrimental impact on the secrecy array gain. Fig. 7 illustrates the secrecy outage probability versusγ B for different elevation angles of main channel with N = 2, γ E = 5dB and θ E = 40 • for Eves' channels. As can be observed, although the secrecy diversity order remains the same for different values of θ B , the cases with Bob undergoing a higher elevation result in an improved secrecy outage probability. This can be explained the same as Remark 2, since the higher elevation is related to a weaker shadowing severity. Furthermore, as depicted in Fig. 8 , we provide the secrecy outage probability versusγ B for different elevation angles of Eves' channels with N = 2,γ E = 5dB and θ B = 40 • for main channels. On the contrary, with the increase of θ E from 20 • to 60 • , the secrecy outage performance will be degraded as a weaker shadowing severity is presented.
V. CONCLUSIONS
In this paper, we investigated the secrecy performance of a multiple antenna LMS communication systems in the presence of eavesdropper over Shadowed-Rician fading channels, where the confidential messages send by a single antenna satellite to a multiple antenna legitimate BS with MRC diversity are overheard by a cluster of unauthorized eavesdropper. Specifically, considering only the imperfect CSI is available at Bob, we derived the analytical expressions for the probability of non-zero secrecy capacity and secrecy outage probability of the considered network. Moreover, simple asymptotic secrecy outage probability at high SNR was presented, which concisely characterizes the achievable secrecy diversity order and secrecy array gain. Numerical results were provided to validate the theoretical derivations, and show the impact of various key parameters on the secrecy performance of the system.
APPENDIX PROOF OF THEOREM 1
As can be observed from (19) , to obtain Pr C s > 0 , we first need to derive the F γ E (x). By applying the identity [35, eq. (9.14.1)],
where (x) n = x (x + 1) (x + n − 1) = (x + n) (x) is the Pochhammer symbol [41] , and the equation [35, eq. (3.351.1)], the CDF of γ E can be written as
where γ (·, ·) is the lower incomplete Gamma function [35, eq. (8.350 .1)]. Then, using (A.2) and (15) into (19), we have
where I (l, d) is given by
To obtain the analytical expression of the integral in (A. x and confluent hypergeometric function
in terms of Meijer-G function as 
Thus, by substituting (A.7) into (A.4), we can obtain the closed-form expression of Pr C s > 0 for the considered network as (20) . 
